Using Python Implemented Azure Machine
Learning, IOT Device for any Premises

Security Automation.

In this Blog | have defined How Azure ML, Azure Synapse and
Azure Virtual Desktop Helped Me Solve Problem of Saving
Electricity, Provide Security and helped my Old Grandmother at
home to stay peacefully connected with me.

Azure ML based Auto Switch model

PROBLEM STATEMENT

1. We as a family always had issue for travelling Long and leaving Grandmother alone at home as
she found it difficult to even Switch on fan lights in time need and during our unavailability and
faced issues in taking Bath as water heater switch was above her reach,

2. I was finding a solution which can easy this issue and help us and even grandma to be peace of
mind,

3. The idea came when | was in night shift in adatacenter and wasn’t awarethat all places have a
motion sensor, as | was moving across the lights turn on and after 30 secit turns off.

4. This actual helped me to frame a solution based in Azure and IOT Technology on Azure ML
using Raspberry Pi, which can be accessed anywhere any place via your mobile device.

TECHNOLOGY USED AND IMPLEMENTATION

Python, C#

Power Switch AND and NOR Gate.
IoT Edge Gateway

10T Hub

Wi-Fi and Camera Access software
Azure Synapse

Azure ML & AKS services

Azure Virtual Desktop.

Raspberry Pi Device
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As per the above problem statement, the best solution is through Azure ML,

Azure ML Platform Provided me with solution by connecting to IOT Hub via Github and few Coding on
Python language and using Raspberry Pl to get connected with the devices



I used Azure Synapse for database connection, Azure Virtual Desktop and in that Horizon Workshop One
Connector for connecting to any device anywhere, many services provided under one umbrella as it is
offered by Azure. It exceeds the expectations and addresses most of our requirements to connect with our
Switch AND & NAND Gate switch connector.

Initially | Used Motion detection devices which are connected via mobile application connected that
device To IOT Hub given data and pictures from Azure data lake and Azure Synapse database connected
to NoSQL and what next,Wi-Fi connected camera and sensors detecting the motion and | managed all
through mobile application easily and switch on lights fan all.

Implementation of The Architecture:

1} And and NAND Gate Switches




3} Use the Motion Sensor apps to connect to your Home Camera and
Wifi

Receive alerts when
unexpected activity is detected
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10T device provisioning flow is as follows:
1. Device manufacturer adds device registration information to enrolment list in Azure portal.
2. Device passes, identifying information to DPS to prove its identity.

3. DPS validates identity of device by validating registration 1D and key against enrolment list
entry.

4. DPS registers device with 10T hub and populates device's desired twin state.
5. 10T hub returns device ID information to DPS.

6. DPS returns loT hub connection information to device and start sending data directly to loT
hub.

7. Device gets desired state from its device twin in 10T hub

8. Device is connected.



The use of Azure Machine Learning

AZURE MACHINE LEARNING
INTEGRATED WITH POWER BI
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Creating on Machine Learning
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Create an Automated ML

Fiemea

LRI ¥ Limmig her 8 mew sy et oF = d Trarrg ol e how B e pusse] sajeispys fan FeE yn assly ben g morde

[t i
At Welcome to the Azure Machine Learning Studio
=i Haeteais
El £
g 8
HNotebooks Autornated WL
L5 Croate nees o weth Pytbaon S0 and wan Aupergdonly van sndbire @
[~ T r— - i EPITRTE Sy T o miodi nrg 8 begal st
L gupenimercs
Sl nioe SLarT Py

Fipelnes

Liocies
3 Endpoiny Racail redoisdad

srnage

Fura Compuie odels Darlawsh
= Cofpuis =
& Emdroamens
Dby nafe Enpeeiiricral Status Sudsmiied e

Click on New Automated ML

Home Automated ML

Automated ML

Let Automated ML train and find the best model based on your data

MNew Automated MLrun | ) Refresh

Put the Images on Datasheet.

Home Bulérmalid M SLar i

Create a new Automated ML run

Select dataset
Seles an Inpuk daracat i ke

® Select dataset

= Create datasel ) Rel

Canfigure

Erlect task and weitings

Put all the files in Azure ML datasheet.

Crag-drad-decn ivlerfa s Yonm
prappeng Sl s Sepicping

Sl e

&8

Dieugher

macdwh

St v

Risih By



[# PR - T
||:|= pIJIII!'.'- SLAGEM R Prediction RGE
E [' ﬂ Ensemible
Fenturs ST CR

—» B RGE-D

H Frisemibiao
!IJ": My PFredlicklon

I"l‘.-llt
T |.-_||_1||:’_ =

A

AGH wigdea

FIGL'.

= —
=
_II:IE N Predickion H

LII‘ H I:"
.ﬁ —n H Final
IDCNM I"re-|:h'-:t|-.'-n Prediction
—*ﬁ’ﬂ (e

- ‘F'rl:l:|||:|:|-'_'-r| =

Domth flow ElE |

J

Depth video

Integrate the model into Power Bl

We need to make our Power Bl engine compatible with Python

e In Power BI Desktop, Go to File -> Options and Settings -> Options -> Python
Scripting

« Now, under the option Detected Python Home Directories give the folder location
where your Python is installed

Options
hon script options
GLOBAL o | Pyt pt op
Diata Load To choose a home directory for Python, select a detected Python installation
from the drop-down list, or select Other and browss to the location you want
Power Query Editor
DirectCuery Detected Python home directories
R scripting C\Users\IF\VAppData\Local\Programs\Python\Python310
LY
Pri To choose which Python integrated development environment (IDE) you want
rivacy i

Power Bl Desktop to launch, select a detected IDE from the drop-down list. o

Regional Setting .
B - select Other to browse to another IDE on your machine.

Updates

Detected Python IDEs
Usage Data :

Default OS5 program for PY files
Diaanostics



Below are the Python Scripts.

Tests a function for converting a coler image to
grayscale.

LRI

from images import Image

def grayscale(image):
“""Converts the argument image to grayscale.
for ¥ in range(image.getHeight()):
for ® in range(image.getWidth()):

EUETIET]

(r, g, b) = image.getPixel(x, V)
= int(r * 0.299)

g = int(g * 0.587)

b = int{(b * 0.114)

lum = r + g + b

image.setPixel(x, ¥, (lum, lum, lum})

def main(filename = "smokey.gif"):
image = Image(filename)
print("Close the image window to continue. ")
image.draw( )
grayscale(image)
print("Close the image window to guit. ")
image.draw( )

main()

global displayWidth, displayHeight, raddius
size(displayWidth/f4%3, displayHeight/4%3)
background (@)

noFill()
stroke(255,18)
radius = height/2

def draw():
globzal Totaldeg, radius
center_x = width/2
center_y = height/2
for 1 in range(5):
beginShape()
for 1 in range(Totaldeg):
noiseFactor = noise(i*8.82, float(frameCount)/f150)
x = center_x+radius*cos(radians(i))*noiseFactor
y = center_y+radius*sin(radians(i))*noiseFactor
curvelertex(x, vy)
center_x = random(@,width)
center_y = random(@,height)
endShape (CLOSE)
radius-=1
1t radius <= 01
noLoop ()




This is how Azure Synapse Database function.

Model and serve
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Creation of Virtual Machine, Azure Virtual Desktop.
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This is how our actual solution will be



https://learn.microsoft.com/en-us/azure/iot-dps/
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Event Hubs

Azure 10T huballows full-featured, scalable 10T solutions. Virtually, any device can be

connected to Azure 10T Hub and scale up to millions of devices. Events can be tracked,
monitored, such as creation, failure, and connection of devices.
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https://learn.microsoft.com/en-us/azure/iot-hub/iot-concepts-and-iot-hub

This is how the Mobile Device will be connected with the IOT Device and Event Hub
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Display will look like:

Raspberry PI online Stimulator.

Raspberry Pi Azure loT Cnline Simulator

fritzing

const BME23D =

const BME28B_OPTION = {
i2cBusho: 1 e

b5

const connectionstring =

const LEDPin = 4;

ol = requil
require(”bne25a

‘[Your IoT hub device

i sults to 1
i2cAddress: BME288.BME28@ DEFAULT_I2C ADDRESS() // defaults to @x77

on string]';




What is Raspberry Pi?

The Raspberry Pi is a tiny computer about the size of a deck of cards. It uses what's called a system on a
chip, which integrates the CPU and GPU in a single integrated circuit, with the RAM, USB ports, and
other components soldered onto the board for an all-in-one package.

Add a Resource Group

» A Resource Group_is logical container where you are creating your Azure resources. It
is created in specific region and contain resources created in other regions.
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This is how we can be able to monitor the motion and see video.
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https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal

We can even see the Motion Detector from Camera.



This is the entire Architecture of Azure ML in function and Azure Products Used,
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Knowledge Sharing and Best Practices

>

Use of Azure Virtual Desktop and Horizon on Azure Desktop made easy to get connected with
Workspace One Connector of Vmware,which helped in Digital Transformation and endpoint
connectivity to connect the device from anywhere any location

You can use any Alternative of Raspbery Pi like below options

Onion Omega2+

Banana Pi M3.

NanoPi NEOA4.

Arduino UNO

Use of Machine Learning made easy for Image detection and Use of IOT hub made easy to
connect via internet and detect the motion and access the camera

Use of Azure Data Lake made easy for using NoSQL data and storing data on data lake and store
the data captured by camera.



CHALLENGES FACED:

>
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Switches were not connecting to devices, so i used camera connector and divided it two part to
connect switches and camera

Images were not reflection, so data account needs to be recreated

Version Control & Latency Issues between Devices

Raspberry Pi stimulator needs to be connected with you azure for device to perform action and
motion and sensor detection to function.

Integration for seamless real time Streaming.

BUSINESS BENEFIT

>
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It can be used in Banking sectors for security and for unethical motion detection and as it also has
switch control you can close all doors which access on buttons and buzz the alarm bell

It can be used in Datacenter for security and compliance, and we can use resource to manage the
temperate.

It can be used in Building and Society for security and theft control

It can be used in malls and in Jewelry shop to detect motion and theft control

It can reduce the security workload just by managing the application through any device It can be
used in Manufacturing sector for automatic switch of machine or sensors can be used accordingly
for manufacturing products as per the temperature and environment.

Resources:

https://learn.microsoft.com/en-us/training/modules/introduction-azure-synapse-analytics/

https://learn.microsoft.com/en-us/shows/internet-of-things-show/using-azure-data-lake-to-analyze-iot-data

https://azure.microsoft.com/en-in/products/power-bi/

https://docs.vmware.com/en/\ Mware-Workstation-Pro/index.html

- Mohammed llivaas Shaikh



https://learn.microsoft.com/en-us/training/modules/introduction-azure-synapse-analytics/
https://learn.microsoft.com/en-us/shows/internet-of-things-show/using-azure-data-lake-to-analyze-iot-data
https://azure.microsoft.com/en-in/products/power-bi/
https://docs.vmware.com/en/VMware-Workstation-Pro/index.html
https://www.linkedin.com/in/mohammed-iliyaas-shaikh-034017120/
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